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ABSTRACT 

In today’s business world, cybersecurity is critical to success for all leaders including 

accountants. Interestingly, despite increased regulatory and professional emphasis, most 

accounting curricula limit cybersecurity coverage to accounting information systems courses. 

We argue that cybersecurity concepts should be introduced at all levels of the accounting 

curriculum. We provide six short, open-ended cases highlighting the increasing need to 

incorporate cybersecurity into the accounting curriculum. One or more of the cases can be used 

in introductory, core, and/or advanced accounting classes to emphasize the importance of 

cybersecurity for accounting students. The cases can be worked as individual assignments or in 

student groups. These cases address cybersecurity disclosure issues in financial reporting, the 

impact of a cybersecurity breach in financial audit, the risks to tax preparers of storing personally 

identifiable information, calculating and evaluating costs of cybersecurity breaches, and 

examining cybersecurity disclosures in 10-Ks.  

 

Keywords: cybersecurity; cybersecurity breach; data loss; cybersecurity threats; cyber risk; 

cyber risk assessment; cybersecurity teaching cases.  
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Cybersecurity isn’t just for ‘Techies’  

Cases 1 & 2 – Student Reaction 

 
Location:  Iowa State University 

Course Title:  Contemporary Issues in Accounting. Continuing Education Conference 

Teaching Term:  One-Day Seminar December 2020 

Course Level:  Continuing Professional Education 

Format:  Small Group Discussions 

 
 

Learning Objectives Mean SD Median 

Std Test 

Statistic 

1. The activity material was realistic. 6.22*** 0.67 6.00 6.34*** 

2. The case was interesting to read. 5.96*** 1.04 6.00 6.04*** 

3. The case was a useful learning exercise. 6.18*** 0.71 6.00 6.33*** 

4. I would recommend using this case in future classes. 6.14*** 0.83 6.00 6.27*** 

Table Notes: Survey measured student responses on a 1-7 Likert-type scale where 1 = Strongly Disagree and 7 = 

Strongly Agree with n=51 

***p<0.001 
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Case 2 – Student Reaction 
 

 

Location:  Bentley University 

Course Title:  AC475 – Undergraduate IT Auditing and AC742 – Graduate IT Auditing 

Teaching Term:  Spring 2020 

Course Level:  Junior/Senior Undergraduates, Graduate Students 

Format:  Individual Assignment, Large-Group Discussion Debrief 
 

 

Learning Objectives –  Mean SD Median 

Std Test 

Statistic 

1. The activity material was realistic. 6.09*** 0.94 6.00 5.87*** 

2. The case was interesting to read. 5.63*** 1.22 6.00 5.23*** 

3. The case was a useful learning exercise. 5.89*** 1.10 6.00 5.65*** 

4. I would recommend using this case in future classes. 5.91*** 1.05 5.00 5.55*** 

Table Notes: Survey measured student responses on a 1-7 Likert-type scale where 1 = Strongly Disagree and 7 = 

Strongly Agree with n=50 

***p<0.001 
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Case 3 – Student Reaction 
 

 

Location:  Bentley University 

Course Title:  AC475 – Undergraduate IT Auditing and AC742 – Graduate IT Auditing 

Teaching Term:  Fall 2019 

Course Level:  Junior/Senior Undergraduates, Graduate Students 

Format:  Small Group Discussions 
 

 

Students provided verbal feedback after completing the case discussion in each class.  

The feedback was positive. Students suggested clarifications and enhancements that were added 

to the case for subsequent testing. Both classes commented that the case was interesting and 

helped them better understand cybersecurity practices. 
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Cases 4 & 5 – Student Reaction 
 

 

Location:  Iowa State University 

Course Title:  ACC 484 – Advanced Accounting Information Systems 

Teaching Term:  Spring 2020 

Course Level:  Junior/Senior Undergraduate Students 

Format:  Small Group Assignment 

 
 

Learning Objectives –  Mean SD Median 

Std Test 

Statistic 

1. The activity material was realistic. 6.09*** 1.22 7.00 2.75** 

2. The case was interesting to read. 6.27*** 1.19 7.00 1.81** 

3. The case was a useful learning exercise. 5.82** 1.54 6.00 2.62** 

4. I would recommend using this case in future classes. 6.36*** 1.03 7.00 2.91** 

Table Notes: Survey measured student responses on a 1-7 Likert-type scale where 1 = Strongly Disagree and 7 = 

Strongly Agree with n=11 

***p<0.001 

 **p<0.01 
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Case 6 – Student Reaction 
 

 

Location:  Iowa State University and Bentley University 

Course Title:  N/A – Student Research Assistants for multiple professors 

Teaching Term:  Summer 2020 

Course Level:  Rising Junior Undergraduate Students, Graduate Students 

Format:  Individual Assignment 

 
 

Because of the disruption caused by the ongoing pandemic, this case was tested with a 

small number (n=8) of volunteer student research assistants.  Statistical analysis is not completed 

as we intend to test this in Fall 2020 with a larger sample, but means were computed as follows: 

 

 

Learning Objectives –  Mean 

5. The activity material was realistic. 6.67 

6. The case was interesting to read. 6.67 

7. The case was a useful learning exercise. 6.67 

8. I would recommend using this case in future classes. 6.33 

Table Notes: Survey measured student responses on a 1-7 Likert-type scale where 1 = Strongly Disagree and 7 = 

Strongly Agree with 
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Cybersecurity isn’t just for ‘Techies’: Incorporating 

Cybersecurity into the Accounting Curriculum  
 

Scott Boss, Bentley University 

Joy Gray, Bentley University 

Diane Janvrin, Iowa State University 

 

This document presents six short cybersecurity related cases.  The cases are presented on pages 

2-7.  Implementation guidelines including course mapping can be found on page 9. Teaching 

notes (solutions) are located on pages 11 – 19. 
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Case 1: Cybersecurity Disclosures in Financial Reporting 

Given the frequency, magnitude, and cost of cybersecurity incidents, the Securities and 

Exchange Commission (SEC) recently issued guidance to public companies (Securities 

Exchange Commission 2018). This guidance suggests that public companies should take actions 

to inform investors about material cybersecurity risks and incidents in a timely fashion. This 

guidance includes companies that are subject to material cybersecurity risks but may not yet have 

been the victim of a cyber-attack. To disclose cybersecurity risks and incidents in the appropriate 

timeframe, companies must implement disclosure controls and procedures that provide an 

appropriate method to identify appropriate risks and incidents and their potential material impact 

on their business, financial condition, and results of operations (Securities Exchange 

Commission 2018).  

Case 1 Requirements  

1. Assume that you are the controller for a midsize company. You learn that your company 

experienced a cybersecurity breach impacting several servers during the current fiscal 

period. When you inform the CFO about this, you are asked to identify the next steps to 

determine the impact of the breach. 

2. Assume you learn the following further information. Identify how each piece of 

information would impact your next steps. For example, learning that financial close 

process information was stored on the breached server increases the potential that the 

breach may materially impact the company’s financial position. 

 A number of Excel spreadsheets that are used to complete the financial closing process 

were on the breached server.  

 None of the spreadsheets or other server data contain Personally Identifiable 

Information (PII) 

 The breach occurred because of an unpatched server. The patch was for a known 

vulnerability.  

 A cybersecurity firm was hired to eliminate the breach and ensure that patch 

management processes were updated in a manner to avoid a repeat breach. 

 The servers remained available throughout the breach.   

 It is believed that no data were stolen; however, management and the cybersecurity 

firm acknowledge that data could have been copied from the server.  

3. Based on the additional information above, what do you recommend as next steps? 
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Case 2: Cybersecurity Breach in Financial Audit 

The PCAOB Staff Preview of 2018 Inspection Observations noted that in 10 percent of 

audits they inspected, a cybersecurity incident had occurred during the reporting period and 

cautioned auditors to take steps to become aware of cybersecurity incidents and address the 

potential impact on data generated by information technology (PCAOB 2018)  

Case 2 Requirements 

1. Assume that you are auditing a midsize company and during the course of the audit are 

informed that your client experienced a cybersecurity breach impacting several servers 

during the audit period. When you inform your audit manager about the breach, you are 

asked to identify the next steps to determine the impact of the breach. 

2. Assume that the client has provided further information as shown below. Identify how 

each piece of information would impact your next steps. For example, learning that 

financial close process information was stored on the breached server increases the 

potential that the breach may materially affect internal control over financial reporting 

and/or the company financial position. 

 A number of Excel spreadsheets that are used to complete the financial closing process 

were on the breached server.  

 None of the spreadsheets or other server data contain Personally Identifiable 

Information (PII) 

 The breach occurred because of an unpatched server. The patch was for a known 

vulnerability.  

 A cybersecurity firm was hired to eliminate the breach and ensure that patch 

management processes were updated in a manner to avoid a repeat breach. 

 The servers remained available throughout the breach.   

 It is believed that no data were stolen; however, management and the cybersecurity 

firm acknowledge that data could have been copied from the server.  

3. Based on the additional information above, what do you recommend as next steps? 
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Case 3: Tax Preparers Protecting Personally Identifiable Information  

Equifax recently set up a $650 million settlement fund related to lawsuits from their 2017 

data breach involving the theft of personal identifiable information (PII) from 148 million 

individuals over a three month period. PII is typically defined as data that could potentially be 

used to identify a particular person. Stolen PII increases the risk of identity theft.  

While most tax preparers do not maintain the volume of PII data that Equifax does, PII 

still poses a significant risk. Tax preparers are required by the Federal Trade Commission 

Safeguards Rule (Federal Trade Commission 2020) to create and enact security plans to protect 

client data. Specifically, tax preparers must identify and protect where client PII is stored (e.g., 

data at rest) and how this PII is transmitted via e-filing on behalf of their clients (e.g., data in 

motion).1  

Case 3 Requirements  

1. Assume that you are employed by a mid-sized tax preparer’s office. Your office prepares 

more than 250 returns and therefore must electronically file documents, including 1099’s. 

You have been asked to assess your firm’s risk related to PII. In a small group, 

brainstorm the steps needed to access your firm’s PII risk.  

2. Classify these steps via common characteristics. For example, if you have several 

employees you want to talk to, group this under ‘interviews.’ 

3. Appoint a spokesperson for your group and be prepared to present your plan to the class.  

  

                                                 

1 Additional information can be found at (Internal Revenue Service 2019)  
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Case 4: Calculate Cybersecurity Breach Costs 

To assist in calculating the costs of a cybersecurity breach, several organizations have 

developed on-line breach calculators. Open the calculator created by insurer At-Bay at: 

https://www.at-bay.com/data-breach-calculator/.  

Case 4 Requirements  

1. Walk through the 13 questions, recording your answers and noting any adjustments to the 

estimated cost of fraud in total and the per record cost.  

2. What assumptions does the calculator at www.at-bay.com make? Do these assumptions 

meet your expectations? Why or why not?  

3. Explore at-bay’s website, and review available information on cyberinsurance2. What 

types of cyberinsurance does at-bay offer?  

4. Go to NetDiligence® Mini Data Breach Cost Calculator at https://eriskhub.com/mini-

dbcc. Walk through NetDiligence Mini Data Breach Cost Calculator. 

5. What assumptions does the calculator at NetDiligence make? Do these assumptions meet 

your expectations? Why or why not?  

6. Both of these companies are selling risk management and/or insurance services.2 What 

biases would you expect to see built into their calculations and why? 

  

                                                 

2 For more information on cybersecurity insurance, see (Ishaq 2016) 

https://www.at-bay.com/data-breach-calculator/
http://www.at-bay.com/
https://eriskhub.com/mini-dbcc
https://eriskhub.com/mini-dbcc
http://www.at-bay.com/
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Case 5: Classifying and Measuring Cybersecurity Breach Costs  

Assume you are in charge of tracking cybersecurity breach costs for your organization. 

Direct costs are expenses incurred when dealing with the breach after detection including 

engaging forensic experts, hiring law firms and offering identity protection services to breach 

victims. Indirect costs are those expenses connected with internal resources’ (including 

employees) time, effort, and other resources necessary to cover the losses from the data breach. 

In addition, lost opportunity costs are encountered when an organization loses business 

opportunities due to negative reputation effects. Calculating the costs of cybersecurity breaches 

is difficult, particularly immediately after the breach occurs.  

Case 5 Requirements  

1. Identify which of the following expenses are direct vs indirect vs lost opportunity costs. 

Expense 

Direct 

costs 

Indirect 

costs 

Lost 

opportunity 

costs 

Forensic and investigative activities related to breach    

Penetration testing to ensure vulnerabilities addressed    

Costs associated with issuing new accounts / credit cards    

Employee awareness training    

Installed new security controls including a new firewall 

and intrusion detection software 

   

Added a new IT position, chief information security 

officer 

   

Regulatory fines related to cybersecurity breach    

Compensation to affected parties    

Communications regarding status and effect of breach    

Loss of customers    

Legal costs    

Public relations costs    

Credit monitoring costs    

Lost revenue from system downtime    

Lost business due to negative reputation effects    

Shortfall in profits due to loss of reputation    

 

2. Which of these costs are easiest to measure? Why?  

3. Which of these costs are most difficult to measure? Why? 

4. When could you measure (or estimate) each cost? Why?  

5. Assume that one year after the initial cybersecurity breach, you learn that your company 

will face a lawsuit related to the breach. How to you handle this information in your 

financial statements?  
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Case 6 - Adding Cybersecurity to the Core Financial Accounting 10K Project 

Using the Form 10-K for The Wendy’s Company for the year ended December 31, 2017; 

complete the following requirements.  

Case 6 Requirements  

General Questions 

1. What is the ticker symbol for the company? 

2. On what stock exchange(s) does the company’s stock trade? 

3. When is the company’s fiscal year end? How does the company determine its year end? 

4. How many shares of stock did the company have outstanding at the most recent fiscal 

year end? List the source of your information. Are there any additional references to 

outstanding shares in the 10-K, and if so, are all numbers listed the same?  

5. What was the company’s market capitalization at the end of the most recent fiscal year? 

Show calculations. 

6. Who are the independent auditors? 

7. What is the independent auditors’ opinion? Does it mention cybersecurity? 

Business Performance Questions 

8. How does the company generate revenue? 

9. What are the company’s policies for recording revenue, uncollectible accounts, 

inventory, and depreciation?  

10. How does the company disclose cybersecurity related risks? 

11. Does the company discuss any cybersecurity related incidents? If yes, what costs related 

to these is reported? 

12. Does the company disclose any actions taken to enhance cybersecurity?  

13. Does the company have cybersecurity insurance? 

Additional Questions  

14. What does the opinion of the independent auditor mean? 

15. Does it appear that there is there Director with IT expertise on the Board of Directors? 

16. What exactly does cybersecurity insurance cover? 

17. Does it appear from the 10-K and any additional information you can gather that the 

company has an adequate cybersecurity program in place as of the 10-K date? Why or 

why not? 
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Implementation Guidelines 

Each case is designed as a flexible stand-alone exercise that can be assigned to individual 

students or groups of students to complete outside class; or to individuals, groups, or the entire 

class during class time as recommended by Considine et al. (2016). As noted, the cases can be 

used at any level of the accounting curriculum. The goal is to introduce various aspects of 

cybersecurity to students in a basic, non-technical manner in the context of an accounting class. 

Most cases are sufficiently flexible to work at several levels within accounting curricula. The 

questions that are suitable for the appropriate classes are noted below in Error! Reference 

source not found..  
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TEACHING NOTES  

The following pages contain teaching notes that illustrate key points and areas of possible 

errors or issues students may have while completing the case assignments.  As these are 

discussion-based cases designed to emphasize critical thinking, students may develop additional 

correct answers.  
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Case 1 - Cybersecurity Disclosures in Financial Reporting 

Case 1 requires students to assume the role of a controller for a midsized company who 

learns that the company has experienced a cybersecurity breach. The first question is designed to 

ensure that students recognize the importance of knowing what information resided on the 

servers. The additional information provided in the second question purposely contains items 

which may increase (e.g., financial close process information was stored on breached server, 

breach occurred because of an unpatched server, etc.) and decrease (e.g., server data did not 

contain PII, etc.) the significance of the cybersecurity breach. 

 

Key Points for Question 1 

 Need to determine what data were stored on the breached servers. 

 Determining how the breach occurred is helpful but may not be possible.  

 Need to determine if the company is certain that the breach has been eliminated and/or 

contained. 

 Is the lost data recoverable? If yes, what effort will be required to recover this data? 

 Was is the potential that the data were stolen? How does the potential impact of stolen 

data impact this situation?  

 Required corporate disclosure depends upon whether the cybersecurity problem is an 

incident or a breach.  

 SEC would like public companies to consider cybersecurity threats 

 Additional work will be required to estimate the cost of the cybersecurity breach.  

Common Student Errors/Issues for Question 1 

 Students may not realize that public companies must determine whether each 

cybersecurity problem is an incident or a breach.  

 Students may not understand the implications of SEC Guidance vs SEC standards.  

 Students may under estimate the difficulty of determining the cost of a cybersecurity 

breach.  

Key Points for Questions 2 and 3 

 Estimating the cost of a cybersecurity breach is difficult and involves many factors.  

 The costs of the cybersecurity breach will probably be higher given the breach involved a 

server that potentially contained financial statement information.  

 The fact that the data on the impacted servers did not contain personally identifiable 

information probably reduces the cost of the cybersecurity breach.  

Common Student Errors/Issues for Questions 2 and 3 

 Students may not realize that exposing Excel spreadsheets used to complete the financial 

closing process may impact the cost of the cybersecurity breach.  
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Case 2 - Cybersecurity Disclosures in Financial Reporting 

Case 2 presents the same scenario as Case 1 but asks students to assume the role of an 

external auditor for a midsized company that has recently experienced a cybersecurity breach.  

 

Key Points for Question 1 

 To access risk, need to determine what data were stored on the breached servers. 

 Be helpful to determine how the breach occurred. 

 Whether or not the company is certain that the breach has been eliminated and/or 

contained may impact risk assessment process. 

 Is the lost data recoverable? If yes, what effort will be required to recover this data? 

 Was is the potential that the data were stolen? How does the potential impact of stolen 

data impact this situation?  

 Suggested audit procedures corporate are dependent upon whether cybersecurity problem 

is an incident or a breach.  

 Additional work will be required to verify the client’s estimate the cost of the 

cybersecurity breach.  

Common Student Errors/Issues for Question 1 

 Students may not realize that audit firms are obligated to consider how identified 

cybersecurity breaches may impact risk assessment process.  

 Students may believe auditors must report on all breaches even those that are immaterial 

to the client’s bottom line.  

 Students may not realize auditor needs to review the client’s estimate of the cost of a 

cybersecurity breach.  

Key Points for Questions 2 and 3 

 Estimating the cost of a cybersecurity breach is difficult and involves many factors.  

 The costs of the cybersecurity breach will probably be higher given the breach involved a 

server that potentially contained financial statement information.  

 The fact that the data on the impacted servers did not contain personally identifiable 

information probably reduces the cost of the cybersecurity breach and the audit risk.  

Common Student Errors/Issues for Questions 2 and 3 

 Students may not realize that exposing Excel spreadsheets used to complete the financial 

closing process may impact the cost of the cybersecurity breach.  
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Case 3 - Protecting Personally Identifiable Information During Tax Preparation  

Case 3 illustrates how even tax accountants need to worry about cybersecurity risks by 

concentrating on protecting PII data both in storage (at rest) and in transmission (or motion). The 

IRS has developed helpful cybersecurity guidance as noted in the case footnote. We encourage 

students to review this information to learn more about cybersecurity relating to tax.  

 

Key Points 

 Tax preparers should utilize available guidance. For a small or mid-size tax preparer, the 

IRS would be a logical starting point to look for guidance. The IRS (as of January 2020) 

has an excellent set of references for tax preparers at: https://www.irs.gov/identity-theft-

fraud-scams/identity-theft-information-for-tax-professionals, including guidance from 

NIST, the primary framework used for information security guidance in the U.S.  

 Tax preparers must identify what data needs protection, who ‘owns’ the data, and where 

the data are located. This information can be gathered by interviews or by reviewing prior 

audit / assessment documentation.  

 Tax preparers must identify the information technology infrastructure that exists in their 

firm. Since the case is designed for a tax class, students (or instructors) will not have in-

depth knowledge of this topic. The important point is to recognize that in order to protect 

IT assets, we must first identify all of those assets (the infrastructure). In general and at a 

high level, critical IT assets include all technology related hardware (including 

networking hardware), operating systems, and software applications (including interfaces 

between applications). The first step in gathering this information will be to determine if 

the infrastructure is supported in-house and on premise, outsourced but on-premise, 

totally outsourced (cloud), or through some combination of the above. This would likely 

be accomplished through interviews and review of contracts.  

Common Student Errors/Issues  

 Students may want to proceed immediately to protective actions (e.g., deploy a firewall) 

rather than first identify what information needs protection.  

 Students may not consider available guidance and instead try to ‘recreate the wheel.’  

 Students may underestimate the extent of information and knowledge required to assess 

the risk of cybersecurity incidents.  

  

https://www.irs.gov/identity-theft-fraud-scams/identity-theft-information-for-tax-professionals
https://www.irs.gov/identity-theft-fraud-scams/identity-theft-information-for-tax-professionals
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Case 4 – Calculate Cybersecurity Breach Costs  

Introductory managerial accounting and cost accounting courses often discuss costing 

concepts such as the importance of cost estimation (Case 4) and basic differences between direct, 

indirect, and opportunity costs (Case 5). Case 4 has students explore two publicly available 

cybersecurity breach cost calculators. Students generally are surprised by at least one of the 

factors used in these calculators.  

 

 

Key Points for Questions 1, 2, 4, and 5  

 Multiple factors should be considered when calculating cybersecurity breach costs.  

 Estimating cybersecurity breach costs is difficult and is very subjective.  

Common Student Errors/Issues for Questions 1, 2, 4, and 5 

 Students may not realize the significance of different assumptions made when calculating 

cybersecurity costs.  

 Students often struggle to identify any additional factors involved in calculating 

cybersecurity costs.  

Key Points for Questions 3 and 6  

 Cybersecurity insurance may reduce a company’s loss due to cybersecurity breaches.  

 Generally, cybersecurity insurance is rather limited and does not cover all cybersecurity 

losses.  

Common Student Errors/Issues for Questions 3 and 6 

 Students may not release why companies would want to purchase cybersecurity 

insurance. 

 Students may assume cybersecurity insurance automatically covers all losses.  
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Case 5 – Classify Cybersecurity Breach Costs  

Introductory managerial accounting and cost accounting courses often discuss costing 

concepts such as the importance of cost estimation (Case 4) and basic differences between direct, 

indirect, and opportunity costs (Case 5). Case 5 was designed to provide an interesting and 

relevant example of how direct, indirect, and opportunity costs differ. As expected, we found 

students have the most difficulty identifying opportunity costs. 

 

Key Points 

 Breaking down cybersecurity breach cost between indirect and lost opportunity costs may 

be somewhat subjective.  

 Many indirect and lost opportunity costs related to cybersecurity breach costs are difficult 

to measure.  

Common Student Errors/Issues  

 Students assume all identified cybersecurity breach costs are easy to measure.  

 Students may not realize that cybersecurity cost may need to be adjusted if unexpected 

lawsuits related to cybersecurity breach develop.  
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Case 6 - Adding Cybersecurity to Core Financial Accounting 10K Project 

Often introductory financial accounting professors assign a project requiring students to 

review one (or more) company’s 10K. Careful selection of the company can lead to a rich 

discussion of cybersecurity and its impact on the financial statements and financial outlook of a 

company. We use Wendy’s December 31, 2017 10K in the example. Other companies and fiscal 

years to consider include Capital One 2019 10K, Equifax 2018 and 2019 10K, Home Depot 2014 

and 2015 10K, and Target 2014 to 2016 10Ks. The last four questions in Case 6 may require 

students to perform research beyond the 10K. If this is used as a graded assignment, we 

recommend that these questions be approximately 30% of total point value. 

 

These cases present instructors and students with an easy, effective, and interesting way 

to introduce an oft-neglected topic, cybersecurity, into accounting programs at all levels. As 

cybersecurity increasingly impacts accounting and disclosure issues and financial statement 

quality, it is essential that accounting students are exposed as early and as often as possible to 

these concepts. These cases can be used in both undergraduate and graduate courses throughout 

the accounting curriculum. We have identified cases for financial reporting, managerial 

accounting, financial audit, and tax classes; however, many of the cases are appropriate for 

several levels and/or topics of instruction based on the discussion questions used. 

 

Key Points for General Questions 

 Students should be able to identify the ticker symbol as WEN, the stock exchange as 

NASDAQ Global Select Market and the fiscal year end as December 31, 2017. The fiscal 

year end consists of the 52 or 53 weeks ending on the Sunday closest to December 31st.  

 Wendy’s has 240,512,000 many shares of stock according to the consolidated balance 

sheet. The 10K indicates on page 2 that there were 239,414,307 shares outstanding as of 

2/20/18 according to the filing cover sheet (page 2 of pdf file). Students may use of 

Morningstar database if available.  

 The company’s market capitalization at the end of the most recent fiscal year is 12/29/17 

closing price $16.42 x shares 240,512,000 = $3,949,207,040. To calculate this, students 

must look up the closing price on the trading day preceding the year end if that date is not 

a trading day. 

 Independent auditors are Deloitte & Touche LLP, who issued an unmodified / 

unqualified opinion that did not mention cybersecurity.  

Common Student Errors/Issues for General Questions 

 Students assume the fiscal year end is always December 31 

 Students pick up the first outstanding shares figure they see, which is as of filing date, not 

year-end.  
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Key Points for Business Performance Questions 

 Wendy’s generates revenue through sales, franchise royalties and fees, and franchise 

rental income.  

Wendy’s has the following policies:  

o Revenue: sales upon delivery, excluding taxes collected; franchise fees when 

restaurants open, royalties as a percentage of net sales as earned, transfers when 

license agreements are signed, and rent is amortized on straight-line basis over 

term of operating leases.  

o Uncollectible accounts: Specific identification basis 

o Inventory: lower of cost or net realizable value; FIFO basis 

o Depreciation: Straight-line basis with defined useful lives of 3-20 years for 

equipment, 3-15 for transportation related equipment, and 7-30 for buildings and 

improvements. 

 Students should find “risks associated with failures, interruptions or security breaches of 

the Company’s computer systems or technology, or the occurrence of cyber incidents or a 

deficiency in cybersecurity that impacts the Company or its franchisees, including the 

cybersecurity incident described in Item 1A below.” 
 Wendy’s disclosed the cybersecurity related incidents in Note 1A, Note 23 of the 

Financial Statements, and Supplementary Data included in item 8. They do have 

cybersecurity insurance.  

Common Student Errors/Issues for Business Performance Questions 

 Students may not identify that there are different policies for the different types of 

revenue.  

Key Points for Additional Questions  

 Students should recognize that the auditor’s opinion only gives reasonable, not absolute, 

assurance regarding financial statement errors and internal control weaknesses; and that 

only material errors and weaknesses are considered. In other words, there could be 

‘small’ errors and weaknesses that the auditor’s do not mention or did not discover.  

 Wendy’s notes that their cyberinsurance contains “customary limitations, condition and 

exclusions;” and that there “can be no assurance that the cyber policies maintained by the 

Company will cover substantially all of the Company’s costs and expenses….”  

 Students may answer that Wendy’s lacks adequate cybersecurity based on the fact that 

they had a breach. Alternately they may answer that Wendy’s cybersecurity appears 

adequate as it was franchisees, not corporate, that were breached. Ultimately there is not 

enough information in the 10-K to draw a conclusion beyond reliance on the fact that the 

auditors did not note any material weaknesses in internal control, and cybersecurity is a 

key component of internal control activities.  
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Common Student Errors/Issues for Additional Questions 

 Students may not understand the concept of ‘reasonable assurance.’ 

 Students may not understand the concept of ‘material.’  

 Students may assume insurance covers all losses. 

 Students may not understand that cybersecurity is a part of internal control activities.  
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TABLES 

Table 1 - Specific Learning Objectives for Each Case 

 
Case 1 - 

Financial 

Disclosures 

Case 2 – 

Breach in 

Financial 

Audit 

Case 3 -

Protecting 

PII 

Case 4 – 

Calculate 

Breach 

Costs 

Case 5 – 

Classifying 

Breach 

Costs 

Case 6 - Add 

Cybersecurity 

to Core 10K 

Project 

1. Develop analysis skills regarding security issues.      X X  

2. Develop a conceptual/theoretical understanding of information 

security.  

  X    

3. Understand the social, ethical, and legal aspects of cybersecurity  X X    

4. Identify the managerial and organizational aspects of information 

security and how they relate to general accounting topics. 

  X X X  

5. Identify the non-technical risks regarding information security as 

they apply to governance and risk management 

X  X   X 

6. Develop an awareness of information security program development 

and management in a non-technical way. 

  X    

7. Understand cybersecurity incident management including business 

continuity planning and disaster recovery planning. 

X X  X   

8. Identify legal, regulatory, investigative, and compliance issues as 

they are related to cybersecurity and the responsibility of the 

accountant in each of these areas. 

X X   X  

9. Understand the more technical aspects of access control   X X   

10. Develop an awareness of the cybersecurity risks regarding 

telecommunications and network security. 

  X X  X 

11. Understand software development security.    X   

12. Research areas of operational and physical security as they apply to 

security architecture and design. 

  X    

13. Understand other cybersecurity topics including computer forensics, 

privacy, and intellectual property. 

X X X  X  

 



CASE CORE COMPETENCIES 

The six cases in this manuscript offer a wide range of learning objectives for the 

accounting student. These learning objectives incorporate the cybersecurity topics suggested by 

Cram and D’Arcy (2016). We map the learning objectives to the AICPA Core Competency 

Framework below:  

 

LO  Description Pillar Competency 

1 Develop analysis skills 

regarding security issues.  

Accounting Risk assessment, analysis 

and management 

2 Develop a 

conceptual/theoretical 

understanding of information 

security.  

Accounting System and process 

management 

3 Understand the social, 

ethical, and legal aspects of 

cybersecurity. 

Professional  Ethical conduct 

4 Identify the managerial and 

organizational aspects of 

information security and how 

they relate to general 

accounting topics. 

Professional Ethical conduct 

5 Identify the non-technical 

risks regarding information 

security as they apply to 

governance and risk 

management. 

Accounting Risk assessment, analysis 

and management 

6 Develop an awareness of 

information security program 

development and 

management in a non-

technical way. 

Business Process and research 

management 

7 Understand cybersecurity 

incident management 

including business continuity 

planning and disaster 

recovery planning. 

Business Process and research 

management 



LO  Description Pillar Competency 

8 Identify legal, regulatory, 

investigative, and 

compliance issues as they are 

related to cybersecurity and 

the responsibility of the 

accountant in each of these 

areas. 

Business Governance perspective 

9 Understand the more 

technical aspects of access 

control. 

Accounting System and process 

management 

10 Develop an awareness of the 

cybersecurity risks regarding 

telecommunications and 

network security. 

Accounting Risk assessment, analysis 

and management 

11 Understand software 

development security. 

Accounting System and process 

management 

12 Research areas of operational 

and physical security as they 

apply to security architecture 

and design. 

Accounting System and process 

management; 

Technology and tools 

13 Understand other 

cybersecurity topics 

including computer 

forensics, privacy, and 

intellectual property. 

Accounting 

 

Business 

System and process 

management 

Governance perspective 
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Assessment Instrument 

The objective of these case studies is to introduce the topic of cybersecurity into a venue 

that typically would only touch on the topic in passing within an audit curriculum. Awareness of 

cybersecurity as an important topic in the context of practice will produce better informed 

professionals. Cybersecurity should be seen, not as an “add on” or “other” issue in accounting, 

but as an integral part of the accounting curriculum. Accounting is an integral vector for 

introducing cybersecurity as part of an organizational culture, which is the most effective method 

of implementing controls (Kirsch 1997; Ouchi 1979).  

The cases are designed to be open ended and produce discussion rather than a “correct” 

answer in class. The cases can be assigned as in-class or out-of-class exercises and should be 

followed up in class with a discussion that focuses on the ideas generated from the case. In our 

teaching notes/case solutions, we identify key points for each case question and provide common 

student errors and/or issues for additional class discussion. Rather than having a formal grading 

rubric, educators should consider the case a success if a meaningful discussion results in the class 

discussion of the case.  

Alternatively, instructors can use this for a portion of the class participation grade. 
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